NetEvents Press Summit – Singapore June 4th & 5th 2009 

DEBATE V: Web Security - Summary
Participants: Chairman: Rick Moy, President, NSS Labs. Panellists: Roark Pollock, Director of Product Marketing, TippingPoint; Sukhdev Singh, Senior Security Consultant and Presales Manager, IBM; William Tam, Security Technology Consultant, Asia Pacific, Websense.

Moy said that the panel wanted "to call some attention now to some of the risks inherent in this connectivity to the broader world." He pointed out that attacks are no longer from kids looking for kicks but criminal organisations looking to make money. And with the growth of custom applications based on Web 2.0 technologies, what has not happened is a parallel development of security technology. Moy said he wanted to focus on web-based malware vectored via social engineering means, or phishing. 
Pollock said that two thirds of all of the new vulnerabilities that are being discovered today in applications are actually in web applications. He said that  "a piece of good news though is the fact that ... about 80% of those attacks are made up from just three different types of attacks." This makes effective defence easier to organise.

Singh said that people are still not  protecting against known vulnerabilities.
Discussion moved onto the merits of appliance-based web gateways as a defence mechanism. Tam said that today's approach was to examine traffic to check for malware. Singh said that compliance with legal minimums does not equal security.

Moy asked how it was possible for enterprises to choose the right product and level of security. Pollock said that organisations needed vulnerability reports. Singh agreed and said code reviews were required too. He said that not having a security-trained programmer would "cost you a lot more than having a properly trained person".

Moy asked how well customers understood their vulnerabilities. Panellists agreed that the biggest problem was people needing a deeper understanding of security and phishing.

For the future, security needs to be easier to use, said Pollock. Singh said one problem was finding the right product and supplier. Tam said: "We need to provide better solutions that can enable businesses and people to do their work and get the job done."

